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Abstract

Let E be an elliptical curve defined over F>m and the mapping 7 is a Frobenius endomorphism
from the set F>m to itself. The Koblitz curve is a special curve whose 7 has been used to improve
the calculation performance of its scalar multiplication, nP where P is a point on the curve E.
Moreover, the multiplier, n is 7 -adic non adjacent form (TNAF) expansion where its digit is
generated by the repeated division of an integer in the ring of Z(7) by 7. Previous research has
found that the power of Frobenius endomorphism 7™ has some advantages in TNAF, Reduced
TNAF and their equivalenti.e. pseudoTNAF expansions. In this paper, new finding of 7" based
on v-simplex and arithmetic sequences is provided. With this approach, the performance of
converting modulo p™—=! to r 4 s7 an element of Z(7) in pseudoTNAF's system is enhanced.
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1 Introduction

Elliptical Curve Cryptography (ECC) was introduced in 1985 by [9]. ECC's secret messaging
system is a public key mechanism for which scalar multiplication (SM) is the dominant operation.
This SM involves computing integer n with a point P on an elliptic curve. The ECC system has
been standardized as the most effective cryptographic system used since 1987 due to its difficulty
in finding the secret key n which is a multiplier of P. Koblitz’s curves originally named anomalous
binary curves are defined over F; as follows:

Eo: v+ aoy=a%+az®+1,

with a € {0, 1} as suggested by [12] in 1997. Cost of computational operations on Koblitz curve
can be reduced in the existence of Frobenius endomorphism [10]. Let 7 : E,(Fom) — Eq(Fom)
be a Frobenius mapping for a point P = (x,y) on E,(Fym) be defined as 7(z,y) = (22,y?) and
7(00) = 00. E4(Fam) forms an abelian group under addition operation. The identity of the abelian
group is the point at infinity co, whereas the point addition can be computed by the chord and
tangent method [11]. Suppose the trace for the mappingis ¢ = (—1)'~® and its identity is given by
72 =t1—2,50 (12 +2) P = t7(P). For fast computation on such curves, Koblitz considered a base-

7 expansion of elements in ring Z(7) with 7 = HT\E Suppose P and @ are points on Koblitz
curve. SM is n multiple repetition of a point on the curve and is denoted as nP = P+ P +---+ P
such that nP = Q.

Solinas [12] introduced a multiplier of SM in the form of 7-adic non-adjacent (TNAF) (see
Definition 2.1) on the Koblitz curve to reduce elliptical SM costs. To improve its performance,
another SM algorithm based on a reduced 7-adic non-adjacent form (RTNAF) (see Definition 2.2)
was developed by [13]. He also showed that given a Lucas relation U (¢, 2), Uy, +1 = tUp, — 2Up—1
where Uy = 0, U; = 1, then

™ =71Up,, — 2U;_1, (1)

for all m > 0. This equation can be applied for computing the order of the curve via the norm of
7™ — 1 and to convert the relation 7™ into r + s7 which is an element in the ring of Z(7) where r
and s are integers. Once r + s7 is computed, an equivalent integer n modulo Z——* (i.e. based on
RTNAF) can be easily obtained before implementing n.P.

Brumley & Jdrvinen [2] presented an efficient procedure to compute r + s7 from the input
all bit ¢; among Zi;é ¢;7" expansion using recurrence U (t,2) sequence and equation (1). They
applied it onto a Field Programmable Gate Array (FPGA) to produce an equivalent integer n. It is
known that FPGA is an integrated circuit reprogrammed by a customer or a designer to be desired
application or functionality requirements after manufacturing.

Yunos et al. [16] introduced a better alternative to the TNAF and RTNAF known as pseudol-
NAF (see Definition 2.3) if it satisfies a specific criteria. In addition, they rephrased equation (1)
to construct another power of 7 expression as follows:

T = Y t™ + o t™ (2)
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withzo =0,y0 =1, s = Tm—1 + Ym—1 and y,, = —2x,,_1 for m > 0. It is obviously useful to ac-
celerate the process of transforming an expansion in the form of TNAF(ZE;%) ;") (see Definition
2.1) into 7 + s7 an element of Z(7). Ali & Yunos [1] applied it to obtain the minimum and maxi-
mum of TNAF's norms that occur among all elements in Z(7) on Koblitz curve. Furthermore, the
operation cost of the SM can be calculated after the length of pseudoI'NAF expansion is estimated
more precisely. Indirectly, by using equation (2), Yunos et al. [16] and Hadani et al. [8] found that
N (7™ —1) can be used as an alternative calculation method to determine the number of points on
the curve.

Until now, studies on finding the practical formula for 7 to strengthen the invulnerability of
the pseudoINAF-based cryptographic system is still active and equation (2) is efficiently used
to convert -1 into r + s7. The following are some research that benefits from this conversion.
Yunos & Suberi [17] determined that selection of coefficients ro and r1 from p = ro + r17, and the
coefficients of r and s from 7:1:11 are either even or odd. However, they do not explain how to
identify the appropriate m so that the coefficients r and s becomes even or odd. They were also
unable to find the nature of p so that the density of non-zero digits (measured by the Hamming
weights) in expansion of pseudoINAF with mod p T:lel is lower than for those in the TNAF and
RTNAF.

In recognition of the importance of 7, Hadani et al. [8] produced another formula of 7™ as
follows:

T = —28,;m_1 + ST, 3)

as detailed in Propositions 2.1 and 2.2. The construction was based upon pyramid number’s for-
mula [3], Nichomacus Theorem [7] and Faulhaber formula [6] but it is still a bit complex. Our
objective of this research is to derive 7™ in a more concise form which is based on v-simplex and
arithmetic sequences. Our concern here, can this formula help us to enhance the performance
of converting pT:'_*ll to r + s7 before doing a scalar multiplication (nP) where n in the form of
pseudoINAF?

The organization of this paper is as follows. Section 1 describes three types of 7™ (refer (1),
(2) and (3)) with some advantages. In Section 2, the preliminaries of this study is presented.
Meanwhile, Section 3 discusses on how to construct a general formula for the coefficient f;(m) in
expansion of s,, for 2 <4 < mTH and m > 2i — 1 (refer Definition 2.7), and then introduce a new
approach for developing 7™ = r,, + s,,7 an element in Z(7). The main advantage of using this
formula is discussed in Section 4. The concluding chapter contains a summary of the paper, and
also proposes future studies.

2 Preliminaries

The following are some definitions from [17] considered in this paper.
Definition 2.1. A 7-adic non-adjacent form (also called T-NAF or TNAF) of nonzero 7 in Z(7) is equal
to Zl;(l) c;7t where ¢; € {—1,0,1} and c;cipq = 0 forall i. If ;1 # 0 then L is said to be the length of

7

T-NAF.
TNAF(7n) in the form Zﬁ;(l) ¢;7" is an expansion with its digits generated by successively divid-
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ing 7 by 7 and allowing remainders —1,0, or 1. An example to obtain a TNAF for certain integer
is shown in Example 5.1.

Definition 2.2. A Reduced T-adic non-adjacent form (also called RTNAF) of nonzeroiin Z () is Zﬁ;é ot
that is equal to n mod =1 where ¢; € {—1,0,1} and c;c;11 = O forall i. If ¢;_1 # O then [ is said to be

T—1

the length of RTNAF.

Definition 2.3. A Pseudo t-adic Non-Adjacent Form (also called pseudoTNAF) of nonzero nin Z(t) is
Zi;é ;7 that is equal to n mod pf;n_‘ll, where p € Z(7),¢; € {—1,0,1} and ¢;cix1 = 0 for all i. If
ci—1 # 0 then [ is said to be the length of pseudoTNAF.

Definition 2.4. Let N : Q(7) — Q be a rational set as a function of norm. Let « = x + y7 an element
Q(7). The norm of cvis N(a) = 2 + twy + 2y? where t = (—1)1 =% and a € {0,1}.

Tm—1 7" -1

An expression —- and p~—- as in Definitions 2.2 and 2.3 can be converted into r + s7. We
choose any integer n from interval [1, |p/|N(r' + s'7) — 1] such that r + s7 = p/(+' + s'7) where p’
is an integer. After that, 77 in Z(7) can be generated from dividing an integer n by r + s7. Lastly,
RTNAF(7) and pseudoINAF(7) can be written in the form of expansion Zi;é c;7" where the
digits are generated by successively dividing n by 7, allowing remainders —1,0, or 1. Whereas
SM, P process is illustrated in Figure 1 and can be found in Yunos & Suberi [17] in 2018.

E,(Fom):y2+xy = x3+ax?+1 Eq(Fym)
where a € {0,1} and x,y € Fym

Frobenius, s
mapping t »7(P) = (+%,5%)
satisfying ®

l9(ﬁ) = NP

= ﬁ(ZCiTi)
9(co) + 9(eyT) + -+ 9(c1—47Y)

co +9(c)9(@) + -+ 9(c;_I(z 1)
co + ct(P) + -+ ci-1t1(P)

= Yat'(P)

—~/

(r+s1t) Z(v)

No doubling operations,
there are addition and mapping operation Zt) = {r+st;r,s€Z}
and Z(t) c E,

Figure 1: Illustration of SM on Koblitz curve.

Definition 2.5. [5] A v-simplex for j,v € Z' can be expressed as

DG+ Go=) <j+z—1>_

J

Remark 2.1. Ifv = 1 then 1-simplex number also known as linear number with formula < = 1)

Ifv = 2 then 2-simplex number also known as triangular number with formula j(JTH) = (] ; 1) . Another

formulais 0 _ k=1+2+3+---+j[5]
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If v = 3 then 3-simplex also known as tetrahedral number with formula W = (J g 2) [5].

If v = 4 then 4-simplex also known as pentatope number with formula w = (‘7 Z 3) [4].
Definition 2.6. [14] A sequence a1, az,as, ..., ax,. .. is called an arithmetic progression if there exist a
scalar d known as common difference among consecutive terms of the sequence such that aj, — ar—1 = d for
all k > 1.

Theorem 2.1. [14],[15] If a1 and d are the first term and common difference respectively in arithmetic
sequence with pattern a1, a1 +d, a1 +2d, a1 +3d, . . . then the k" term can be written as ay, = a;+(k—1)d.

Definition 2.7. [8] Given 7™ = 1y, + s,,, 7 an element of Z () for any positive integer m. Let f1(m) = 1.

We defined f;(m) be a coefficient in expansion of s, fori € {1,...,| 21|}

Proposition 2.1. [8] Given 7™ = r,, + s,,,7 an element of Z(7) for any positive integer m. Let s1 = 1

and so = t. If fi(m) = ((_12_)1;,1 H?i:_f(m —J)for2 <i< mT“ and m > 2i — 1, then the coefficient s,
[ =5

i=1

can be written as s,, = fi(m)tm =24 with f1(m) = 1and m > 3.

Proposition 2.2. [8] If s,, from Proposition 2.1, then the coefficient r.,, can be written as v, = —28,—1
with fi(m) = 1and m > 3.

3 Results and Discussion

In this section, we consider 7" = r,, + s,,7 in which s,, expansion has the coefficient f;(m)
(Definition 2.7). The identity equation 72 = t7 — 2 is chose to transform 7™ into r,, + s,,7 for m
€ Z*. Followed by the following examples for calculation of two values of m.

For 73 = 727 = —2t + (t? — 2)7, then 73 = —2t and s3 = t> — 2 are obtained.

For 74 = 773 = —2t2 + 4 + (3 — 41)7, then ry = —2t% + 4 and s, = t* — 4t are observed.

Next, the data of s, and r,, for 1< m < 15 are listed as in Table 1. Subsequently, the term s, in
7™ =y, + s, 7 from this table can be represented in Table 2.

Table 1: All 7,,, and s,,, of 77 for 1 < m < 15.

m Tm Sm

170

2 | =2 t

3| -2t 2 —2

4 | —2t2+4 3 — 4t

5 | —2t3 4+ 8t t* —6t2+4

6 | —2t* +12t2 -8 o — 83 + 12t

7 | —2t° + 16t3 — 24¢ t6 —10t* + 2412 — 8

8 | —2t% 4+ 20t* — 48t + 16 t7 — 125 + 403 — 32¢

9 | —2t7 4 24t° — 80t3 + 64t 8 — 1445 + 60t* — 80t2 + 16

t9 — 16t7 + 84> — 160t + 80t
10 — 18¢8 4+ 112t — 280t + 240¢2 — 32

10| —2¢8 + 28¢% — 120¢* + 160t2 — 32
11| =22 + 32¢7 — 168t> + 320t3 — 160t

12| —2¢10 4 363 — 224¢5 4 560t* — 480t% + 64 | 11 — 20tY 4 144¢7 — 448t° + 560t> — 192t

13| —2¢11 4+40t° —288t7 +896t° — 11203 +384¢ | ¢12—22t104+180t% —672t64+1120t* —672t%+64

14| —2t'2 4 44¢10 — 360t® + 134416 — 2240t* + | 13 —24¢11 +220¢° —960t7 4-2016t° —1792t3 +
1344¢2 — 128 448¢

15| —2¢13 4 48t — 440t +1920t7 — 4032¢° + | t'* — 26t'2 + 264¢10 — 1320t® + 3360t5 —

358413 — 896t

4032t* + 17922 — 128
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Table 2: List of all coefficient f;(m) in s,, expansionfor1 < i < 8and1 < m < 15.

m | fi(m)| fo(m)| f3(m)| fa(m) | fs(m)| fe(m) | f7(m)| fs(m)
1|1

2 |1

3 |1 -2

4 |1 —4

5 11 —6 4

6 |1 -8 12

7 11 —-10 | 24 -8

8 |1 —12 | 40 —32

9 |1 —14 | 60 —-80 16

10| 1 —-16 | 84 —160 | 80

111 —-18 | 112 —280 | 240 -32

12| 1 —20 | 144 —448 | 560 —192

13| 1 —22 | 180 —672 | 1120 | —672 | 64

14| 1 —-24 | 220 —960 | 2016 | —1792| 448

15|11 —26 | 264 —1320| 3360 | —4032| 1792 | —128

Referring to Table 2, the general form of a certain f;(m) can be identified by its relation to the
sequence of v-simplex number (Definition 2.5) for v = 2, 3,4, 5 and the arithmetic sequence asin
Definition 2.6 and Theorem 2.1. The sequence {f2(m)}m=1? = {—2,—4,—6,...,—20} is observed
where its general formula for {f2(m)}7=5° is as follows:

Lemma 3.1. If {fo(m)} =5 = {-2,—4,—6,—-8,—10,...}, then the coefficient fa(m) can be written
as fa(m)=—2(m —2).

Proof. By Theorem 2.1 and Definition 2.6, the sequence { fo(m)}=%° = {-2, -4, —6,—8,-10,...}

m=3

is an arithmetic with its common difference d = —2. Substitute both values into formula in Theo-
rem 2.1 for the m'"termthatis fo(m) = f2(3)+(m—3)d. Therefore, fo(m) = —2+(m—3)(-2) =
—2(m — 2). O

Referring to Table 2, it is observed that the sequence { f3(m)}m=1? = {4, 12,24, 40, 60, 84,112,144}
with its general term f3(m) can be found from the following argument:

Lemma 3.2. Let {f5(m)}"=2° = {4,12,24,40,60,84, 112,144, ... }. If{1,3,6, 10, 15,21,28,36,... }
satisfies a sequence of triangular number, then the coefficient fs(m) can be writtenas f3(m) = 2(m—
4)(m — 3).

Proof. Tt is known that {1, 3,6, 10,15,21,28,36,...} is a sequence of triangular number as in

Definition2.5 with a general formula ]2% for integer j > 1. Next, sequence { f3(m)}mn=g° =

4,12,24,40,60,84,112,144,...} is rewritten as 4{1,3,6,10,15,21,28,36,...}. Substitutin
&

j=m—4into 4(@), coefficient f3(m) can be written as f3(m) = 2(m — 4)(m — 3) with integer

m > 5. O

Further from Table 2, the sequence { f;(m)}m=1? = {8, —32, —80, —160, —280, —448} has general
term f4(m) obtained by the following lemma:
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Lemma 3.3. Let {f4(m)}m=° = {—8, —32, —80, —160, —280, —448, ... }. If{1,4, 10,20, 36,56, ...}
satisfies a sequence of tetrahedral number, then the coefficient fq(m)can be writtenas fa(m) =
—%(m —6)(m —5)(m —4).

Proof. Tt is known that {1, 4,10, 20, 36, 56, . .. } is a sequence of tetrahedral (Definition 2.5) with
formula M for integer j > 1. Next sequence {—8, —32, —80, —160, —280, —448, ... } can

be written as —8{17 4,10, 20, 36, 56, . . . }. By substituting j = m — 6 into —8%, we obtained
that f4(m) = —3(m — 6)(m — 5)(m — 4) for integer m > 7. O

Through observation, sequence {f5(m)}7=5> = {16,80, 240,560} from Table 2 can be recon-
structed using a pattern of pentatope number A general term f5(m) for integers m > 9 was
developed as follows:

Lemma 3.4. Let {f5(m)}m=5° = {16, 80,240,560, ... }. If {1,5,15,35,70, ... } satisfies a sequence of
pentatope numbers, then the coefficient f5(m) can be written as fs(m) = %(m—8)(m—7)(m—6)(m—5).

Proof. It is known that the sequence {1, 5,15,35,70, ... } has a pattern of sequence of pentatope
number as in Definition 2.5 with formula 2 M for integer j > 1. Now, {f5(m)}m=5°
{16, 80,240, 560, . . . } can be written as 16{1, 5, 15, 35, 70,... } with formula 162UFDUFAEE) e

substitute j = m — 8 into this relation in order to get f5(m) = 2(m — 8)(m — 7)(m — 6)(m — 5) for

integer m > 9. O

Finally, observing from Table 2, we found that { fs(m)}m=17 = {—32, —192, —672, —1792, —4032}
can be rearranged like a pattern of 5-simplex number and this sequence in general term is illus-
trated as follows:

Lemma 3.5. Let { fg(m)} =53 = {—32, —192, —672, —1792, —4032,... }. If {1,6,21,56, . .. } satisfies
a sequence of 5-simplex number then the coeﬁ‘icient fe(m) can be written as

(m —10)(m — 9)(m — 8)(m — 7)(m — 6)
15 .

fg(m) =4

Proof. It is known that sequence {1, 6,21, 56, ...} with pattern of 5-simplex number has general
formula < JH)(J“%E)H?’)(JH)

with integer j > 1 as in Definition 2.5. Now,

{fo(m)}=59 = {—32,-192, —672, —1792, —4032, ... }

can be rewritten as —32{1, 6, 21, 56, . . . } with general formula —32j(j+1)(j+fggj+3)(j+4) . We substi-
tute j = m — 10 into this relation to obtain fs(m) = —4(mf10)(m79)(”f578)(m77)(m76) for integer
m>11. O

Next, the patterns of fa(m) up to fs(m) of Lemmas 3.1-3.5 can be used to construct the coeffi-
cient f;(m) = (—2)"~*(""7}) in s,,, expansion. The argument of proof is as follows:
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Theorem 3.1. If f1(m) =1, then .
film) = (=2)' (73,

for2 <i<™H andm > 2i— 1.

Proof. The argument of this proof is to use mathematical induction as follows :

If i = 2, we have the relation fo(m) = —2(m — 2) in Lemma 3.1 and found that
fo(m) = (—=2)271(522) is true.
If i = 3 the relation f3(m) = 2(m — 3)(m — 4) in Lemma 3.2, then

4(m — 3)(m —4)

falm) = 91
_ 4(m —3)!
~ 2l(m — 5)!

= (=2)*71(32}) is true.

Subsequently, if i= 3,4, 5, then f;(m) = (—2)"~!(""}") is true by using Lemmas 3.3, 3.4 and
3.5. Now, assume that fj,(m) = (—2)*~1("2=F) is true for i = k. Therefore,

frr1(m) = (,gk}:?i,k)

(m—2k+1)(m—2k)
Gk )
N R (T
(m—2k+1)(m—2k)
_ m—k)!
(_2)k 1(k71)(!(m7)2k+1)!

(2 (mh)
(m—2k+1)(m—2k)

B (m—Fk—1)!
- (_2)kk:(k: —1)!I(m — 2k — 1)!
_ (_z)k(m—:—l)

k4+1—1/m—(k+1
(=27 (k+(1)71))'

Thus, fri1(m) = (— 2)’““_1(7(",;(1]“)“1)) is also true by using f(m). In conclusion, f;(m) =
(=2)"71 (77 ) istrueforall 2 < i < ™t and m > 2i — 1.

O

Furthermore, the following corollary is obtained:

Corollary 3.1. Let 7™ = 1y, + sy and f;(m) = (=2)"=1(""7") be a coefficient in expansion of s, if

and only if f;(m) = (;2)1), H2’ 42(m J)for2 <i< ™ andm > 2i — 1.
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Proof. (=)
film) = (=2)"" 1(7:111)
— (_2)i—1 (m — l)'
(i —1)Y(m —2i+ 1)!
_ (—2)i-1 (m—i)(m—i—1)---(m—2i+2)(m—2i+1)!
(1 —1)! (m—2i+1)!
) cm—=9)(m—i—1)---(m—2i+3)(m —2i +2)
(=)
oyi—1 2i=2 ‘
- ((z'—)l)! L1 (m=J).
(<)
oyie1 202
fim) = g5 [Lom =9
:((Ziyl_)!-(m—i)(m—i—1)~--(m—2i+3)(m—2i+2)
(=2t (m—i)(m—i—1)---(m—2i+2)(m—2i+1)!
(i —1)! (m—2i+1)!
— (_2)1'71 (m — Z)'

In this paper, we also improve the result of [8] as in the following theorem:

Theorem 3.2. Let 7™ = 1y, + Sy 7 and 1y, = —25,, 1. If fi(m) = (=2)* 1( ) then

L'3] L252)
Z 1 m— 1 i tm and s, = Z ( 2)2 1(T11)tm+1
i=1 i=1
form > 2.
Proof. By using Proposition 2.2, we obtain
T = _257n—1 + SmT
L'm+1J

:_2Zfl _1tm 2z+ th tm 2z+1

If f;(m) = (—2)*"}("") and t? = 1 then

%) == _
7 (72)1(777,1 11 z)tm + Z (72)271(7517711)tm+17_.
=1 i=1
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m+1

Therefore, 1, = ZLMJ( 2)H (™)t and sy, = ZL J( 2)i (o ygmL O

The formulas 7, and s, from Theorem 3.2 are very important to simplify the process of trans-
formations as follow:

Firstly, to recover (r,,, — 1) + s, 7 that is an element in Z(7) from 7™ — 1 by substituting r,,, — 1
and s,, into Definition 2.4, the number of points can be calculated through Koblitz curve E, with

NET™ —1) = (rm — D)? +t(rm — 1)sm + 52,

In order to estimate the operating cost of the nP’s scalar multiplication, it is an alternative
method to calculate the points of Koblitz curve rather than using equation (2).

Secondly, to obtain TNAF(n) from the expansion of Zi;é ¢;7" and the algorithm given as fol-
lows:

Algorithm 3.1

Input: a € {0,1}, [, all coefficients ¢,, € {—1,0,1} form =0,1,...,1 — 1.
Output: r + s7 € Z(7)

Computation:

1t (=)t

2. Form from0Otoldod,, < ™

3. For m from 2 to [ — 1 do

h % |_7TLJ

G — |_m+1J

B (=2)F(m—=1—k)! ym
Tm 4= 2okl Wt

gm (=271 (m=k)! m41
Sm = 2121 Gmim—2hr 1t

dm < Tm + SinT
9 r+ st + add(cp, - dp,m = 0.1 — 1)
10. Return (r + sT)

© N o O

For example, Algorithm 3.1 can be applied to recover 1 — 47 from 1 — 73 — 75 (refer the reverse
calculation in Example 5.1).

Remark 3.1. Either curve Eq or E; can be chose to give input a € {0,1} in this algorithm. The same
should be done if one want to choose a as an input of three algorithms in Section 4. Whereas, rewritten ry,
and sy, in Theorem 3.2 into factorial symbols, the formulas were obtained in steps 6 and 7 in Algorithm 3.1,
and steps 5 and 6 in Algorithm 4.1.

The main advantage of using formula 7" in Theorem 3.2 is discussed in the following section.

1

4 Performance of Converting p=—' to r + s7

Convertmg L into 7 + s illustrated in the following proof This is an important transfor-

-1

mation before fmdmg pseudoI'NAF’s of integer in modulo p™——
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Theorem 4.1. If 7" = 1y, + 8,7 and =1 = r + s7, then

=t —rptrmt+ 28y,

r )

3—t

and
1—rpy —sm
§= ———,

3—1t
form > 2.
Proof. Let 7™ = rp, + S, 7 and rewrite T:L_’ll as follows:

T —1 Tm + SmT — 1

T—1 T—1
Tm+ SmT—17T—1
T—1 -1

f(""'rn"'ng_1)_7"m_5m7-‘|'1
TT—T—T+1

(ti,r)(rm+sm7—71)*rm75m7—+1
2—7—t4+717+1

Pt 4 ST —t — o™ — St2 + T — Py — ST + 1

3—1t
Tt F ST =t =T = S8 (0T = 2) + T — 1y — 80T + 1
B 3—t
L=t =y At 4+ 28 4+ (1= T — ST
B 3—t '

Therefore, it is proven that
_ 1—t—1r, +rmt+ 25,

T )
3—t
and
1—7r, — Sm
§= —,
3—t
for m > 2. O

M
7—1

Now, we proceed with the following algorithm in converting p to r + s7 by using the

formula 7™ from Theorem 3.2. After that, Theorem 4.1 is applied for converting T:lel into pa+p3T.
Finally, directly multiply p with ps + p37 in order to get r + s an element of Z(7).
=1

This Algorithm 4.1 is an important part before finding pseudoINAF an integer n mod p™—-.
The performance of running Algorithm 4.1 will be compared to the following algorithms. That is,
Algorithms 4.2 and 4.3 using equations (1) and (2) respectively.
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Algorithm 4.1

Input: a € {0,1}, m > 2, nonzero integer py, p1.
Output: v+ s7 € Z(r)

Computation:

St (D)

.o 1,50 0,71 < 0,51 < 1

. h?n — I_%J

- m LmTHJ

B (=2)*(m—1—Fk)! ,m
rm = Samy AN
9m (_Q)kil(m_k)! tm—i—l
k=1 (k—1)!(m—2k+1)!

1—7rp+rmt+2s,, —t
p2 &

pa & optn

. 74— pop2 — 2p1pP3

10. s 4= p1p2 + pops + p1pst
11. Return (r, s)

Sm

OO N Ul W

Algorithm 4.2

Input: a € {0,1}, m > 2, nonzero integer po, p1
Output: v+ s7 € Z(r1)

Computation:

1.t (=1)t-@

2. Uy <+ 0,U; + 1,

3. For i from 2 to m do U, + tU;_1 — 2U;_»

4. py «— —2(sum('Ul)i' =2.m —2)) -1

5. p3 + sum('U// i =2.m—1)+1
6. 7 < pop2 — 2p1p3
7.8 4 p1p2 + pops + p1pst
8. Return (r, s)

Algorithm 4.3

Input: a € {0,1}, m > 2, nonzero integer po, p1
Output: r + s7 € Z(r)

Computation:

1.t (=1)t@

2. 719 +— 1,80 0,7 < 0,81 1,29 < 0,y < 1
3. For m from1tom — 1 do

4. Tm <~ Tm—1 + Ym—1

5. Ym & —2Tm—1

6. T — Ymt™

7. S — Tyt

8. p2 « add(ry,,m =0..m — 1)

9. p3 + add(spy, m = 0..m — 1);

10. 7 <= pop2 — 2p1ps3
11. s < p1p2 + pops + p1pst
12. Return (r, s)
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Note that the performance of running process for Algorithm 4.1 is faster than the other version
as shown in Table 3 and its graphical representation in Figure 4. That is, comparison of time and
memory in average on standard Koblitz curves. We used a Maple programming with computer
performance with Intel(R) Core(TM) i7 processor, 8 GB RAM and 64-bit operating system.

Table 3: Performance of converting p*— 7_11 tor + s7.

Algorithm 4.1 Algorithm 4.2 Algorithm 4.3
Curve | Time (s), Time (s), Time (s),
Memory (bits) Memory (bits) Memory (bits)
K-163 | 0.0154, 3044914 0.0344, 3374718 0.0688, 4465634
K-233 | 0.0154, 4475665 0.0316, 3567508 0.0816, 4480097
K-283 | 0.0186, 4481532 0.022, 3561963 0.0874, 4020754
K-409 | 0.0192, 2471115 0.044, 2662914 0.1812, 2443794
K-571 | 0.0188, 4485270 0.0406, 2691790 0.2094, 4463296
0.25 5000000
4500000
0.2 4000000
3500000 &'
©0.15 3000000 2
o 2500000 =
S S
= 01 2000000 aE)
1500000 S
0.05 1000000
500000
0 0
T T T T T T T T TR SR B IR VA
< < < < < < < < < < < < < < <
£ S IS (S £ IS IS £ 1S £ IS IS 1S £ S
= £ 8 £ = £ = £ = £ = £ == £ =
5 & &5 ©& ©5 ©5 ©&5 © ©& ©& & & & 8 8
> 2 ®» > ® ® ® ® ® 5 ® D > > D
< <« <« « € €« €« €« € « <« « <« <« <«
K-163 K-233 K-283 K-409 K-571

Algorithms and Curves

= = Memory (Bits) —Time (s)

Figure 2: Graphical representation of Table 3.

Another advantage of using Algorithm 4.1 is the coefficients  and s either even or odd can
be identified. This result is also an extension of study conducted by [17] in 2018 to solve the SM
problem on the Koblitz curve. The following is an example of the impact of being able to identify
the parity of r and s whether it will be an even or odd number by choosing some value of m, ¢,

po = land p; =0.
Example 4.1. Suppose m = 163,t = —1, pg = 1 and p; = 0. We have

81
rigs = — Y _(=2)"(1927") = 3334746503586958025881130

i=1
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and

82
5163 = Z(—2)i-1 (19377) = 1824026374634505274957943,
=1

then by using Theorem 4.1, we obtain

1 —_
r— w — _755360064476226375461593,

and

1 —r163 — 5163

1 = —1289693219555365825209768.

S

From the above value, we found that r and s are odd and even numbers, respectively. In fact, generally
its already proven in [17], if po,m are odd and p; is even, then r and s are an odd and even numbers,
respectively.

5 Conclusions and Future Work

In this study, a new finding of power of Frobenius endomorphism expression by using v-
simplex and arithmetic sequence was introduced. With this approach, we enhance the perfor-
mance of transformation process as required in pseudoINAF’s system before doing SM process.

This research can be extended by looking at the nature of p such that pseudoINAF has low-
density as suggested by previous researcher. Besides, the improvements of result from previous
studies need to be done in deriving the TNAF formulas that has the least Hamming weight in its
expansion. We also believe that the design of FPGA based Lucas sequence block can be improved.

Acknowledgement This work was supported by Universiti Putra Malaysia with Putra Grants GP /
2018/9595400 so that the study has a significant impact on the environment of ECC cryptography
systems based on T-adic non-adjacent.

Conflicts of Interest The authors declare no conflict of interest.

References

[1] N. A. Ali & F. Yunos (2016). Maximum and minimum norms for 7-NAF expansion on Koblitz
curve. Indian Journal of Science and Technology, 9(28), 1-8.

[2] B. B. Brumley & K. Jarvinen (2007). Koblitz curves and integer equivalents of frobenius
expansions. In C. Adams, A. Miri & M. Wiener (Eds.), Selected Areas in Cryptography-SAC
2007,. Springer, Berlin, Heidelberg.

118



F. Yunos et al. Malaysian ]. Math. Sci. 15(S) December: 105-121 (2021) 105 - 121

[3] Cupillari & Antonella (1989). The Nuts and Bolts of Proofs. Wadsworth Publishing Company,
Belmont, California.

[4] E. Deza & M. Deza (2012). Pentatope numbers and their multidimensional analogues. In
Figurate Numbers, pp. 162. World Scientific Publishing, 5 Toh Tuck Link, Singapore.

[5] M. L. D'Ooge, E. E. Robbins & L. C. Karpinski (1926). Introduction to arithmetic. In U.
of Michigan Studies: Humanistic Series 16 (Ed.), Nicomachus of Gerasa, pp. 247. Macmillan
and Company, London, New York.

[6] J. Faulhaber (1631). Academia Algebrae: Darinnen die miraculosische Inventiones zu den hochsten
Cossen weiters continuirt und profitiert werden. Johann Remelins, German.

[7] N. Gerasa (1938). Introduction to Arithmetic. Edward Brothers, London.

[8] N. H.Hadani, F. Yunos, M. R. K. Ariffin, S. H. Sapar & N. N. A. Rahman (2019). Alternative
method to find the number of points on Koblitz curve. Malaysian Journal of Mathematical
Science, 13(S), 13-30.

[9] N. Koblitz (1987). Elliptic curve cryptosystem. Mathematics Computation, 48(177), 203-209.

[10] N. Koblitz (1992). Cm curves with good cryptographic properties. In Advances in cryptology
CRYPTO 91: Proceedings 576, pp. 279-287. Springer, Berlin, Heidelberg.

[11] S. A.Musa & G. Xu (2017). Fast scalar multiplication for elliptic curves over binary fields by
efficiently computable formulas. pp. 206-226. Cham.

[12] J. A. Solinas (1997). An improved algorithm for arithmetic on a family of elliptic curves. In
Advance in Cryptology-CRYPTO'97, pp. 357-371. Springer, Berlin, Heidelberg.

[13] J. A. Solinas (2000). Efficient arithmetic on Koblitz curves. Design, Codes and Cryptography,
19, 195-249.

[14] M. Sullivan (2019). Algebra and trigonometry. Pearson, United States.

[15] S. Yasser, A. Hesham, M. Hassan & W. Alexan (2020). AES—secured bit-cycling steganogra-
phy in sliced 3D images. In International Conference on Innovative Trends in Communication and
Computer Engineering (ITCE), pp. 227-231.

[16] F.Yunos, K. A.M. Atan, M. R. Md Said & M. R. K. Ariffin (2014). A reduced 7 -NAF (RTNAF)
representation for scalar multiplication on anomalous binary curves (ABC). Pertanika Journal
of Science and Technology, 22(2), 489-506.

[17] E. Yunos & S. Suberi (2018). Even and odd nature for pseudo 7-adic non-adjacent form.
Malaysian Journal of Science, 37, 94-102.

Appendix A
Example 5.1. Find TNAF of 1 — 47 as follows.
Consider m = 1 — 4t and T =t — 7 as conjugates of 7. Firstly, let t = 1 then T - T = 2 is shown :

T T=—T47T=—T+24+7=2.
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Followed by the next steps in obtaining TNAF (1 —47) until we get the last remainder to be 0 when repeatedly
dividing 1 — 47 by T:
Step 1 : The result when 1 — 47 divide by T is not in element of Z(7):

1—4r 1 7 7T T
=—d+—-—=———=dZ(7).
T T T 2 2
Therefore, we need to choose the first remainder to be either co = —1 or ¢co = +1 50 that 1 — 41 — ¢y can be
divided by T :
If co = —1 then
1-4 1 2 7T
Lodrdl . 2T e,
T T T
orif co = 1 then
1-4 1
Tt _4ez(). (4)
-

Choose one of co above so that the next division will be as follows.

3.7 -3 7 5 3
2. 12,227

T T T 2 2T¢ (7),
-4 -4 7T

01’—:—-;:—2—1—2762(7'), (5)
T T T

produced an element of Z(7). Thus, we prefer co = 1 because of equation (4) and write
TNAF(1 —471)=[1,c1,¢,...,C1—2,¢1—1]-

Next, we consider the second remainder ¢, = 0 because equation (5) and write
TNAF(1 —471) = [1,0,c¢a,...,¢1—2,¢1-1]-

Step 2 : The division —2 + 27 by T produced an element of Z(7) :

249 2
T T T a1t reZ(n).
.

S

T

Therefore, choose the third remainder co = 0 and write
TNAF(1—47) =1[1,0,0,¢3,¢4, ..., Cl—2,C1—1]-

Step 3 : Since 1 + T cannot be divided by T then choose the fourth remainder c3 = £1so that 1 + 7 — c3

can be divided by 7 :
If cs = —1 then
1 1 2 7
Tl 2 ;+1=2—T€Z(T>, (6)
T T T
orif cs = 1 then
1 -1
T 1€z,
-
Consider one of cs above so that the next division is
2 - 2
T2 l=—re2(r), (7)
T T
o 1 1 7 1
T T
=l ._=Z_-_-4dz
T T T 2 2 #2(7),
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produced an element of Z (7). Therefore, we choose cs = —1 because of equation (6) and write
TNAF(1 —47) =[1,0,0,—1,c4,...,¢1—2,C1—1].
After that, the fifth remainder, cy = 0 because of equation (7) and write
TNAF(1 —47) =1[1,0,0,—1,0,c¢5,...,¢—2,¢j—1]-

Step 4 : Since —7 can be divided by T :

|
Rl
I
|
—_

Then the sixth remainder is cs = 0 and write
TNAF(]. - 4’7’) = [1, 0, 0, —17 0, 0, C6y -+ yCl—2, 0171].

Step 5 : Since —1 cannot be divided by T then cs = —1:

-1+1
T 0.
-
Therefore, we have to choose either c¢ = —1 or cg = 1 so that —1 — ¢q can be divided by T :
Ifcg = —1then =L = 0 or if cg = 1 then
-1-1 2 7T
= — 2 =—-1+4+
T T T
We choose cs = —1 since the divisions —1 — co by T results in 0 and is written as TNAF(1 — 47) =

[1,0,0,—1,0,0,—1] = 1 — 73 — 75. It has seven digits and it Hamming's weight is three.
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